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EXECUTIVE SUMMARY 

 Our first requirement here was to identify what actually makes a 'Next Generation 

Firewall' (NGFW)a true NGFW. Here, the importance of having a fundamental 

product architecture capable of achieving and sustaining performance levels with 

multiple features enabled - application firewalling, NAT, IPS etc - cannot be 

overstated  

 Our next requirement was to compare 'marketing' performances figures with those 

we could actually achieve and repeat. For this reason we took product examples 

from two vendors - one, Palo Alto Networks, that only began life as an NGFW 

vendor and one, Check Point, that was one of the founders of the firewall fraternity 

and whose products have gone through several generations and iterations of 

development. Our interest here was to see if it is possible to effectively reinvent 

yourselves (and your products) for every new generation of firewall technology. 

 An incidental point was how some vendors can - and do - make the actual 

specifying aspects of product acquisition more complex than they should be, with 

the final purchase price therefore being significantly more expensive than it first 

appears, as do ongoing management and maintenance costs. One vendor here was 

guilty of that - see the report contents. 

 In order to test both the outright performance of the devices under test, the PA-

5020 and PA-5060 NGFWs from the Palo Alto Networks PA-5000 Series and the 

recently released Check Point 4810 alongside its bigger sibling, the Power-1 11077, 

we created a test bed using traffic generation devices from both Spirent and 

Breaking Point. The idea here was to avoid a situation where one vendor appears 

to perform better on one test platform than another, by comparing relative results 

between the two. We also created a series of tests that ranged from 'generating 

marketing figures' using UDP traffic, to a series of real-world performance tests 

based on both HTTP traffic and a traffic mix including multiple application types. 

 In terms of the originating marketing performance figures, for the lower-end 

products, the PA-5020 and CP 4810, Palo Alto Networks claims a maximum 

throughput of 5Gbps, while Check Point claims 11Gbps (native firewall throughput 

in each case). In practise, however, while we were able to significantly improve on 

Palo Alto Networks' claims, we could not get close to Check Point's, nor indeed the 

performance levels of the PA-5020, even with our 'marketing figures' tests. For IPS 

performance, Palo Alto Networks claims 2Gbps and Check Point 6Gbps, but we 

actually saw a best of 4.4Gbps and 1Gbps respectively. 

 It was a similar story for the bigger devices. Both vendors claim 20Gbps native 

firewall throughput for the PA-5060 and Power-1 11077 respectively. However, 

while acheiving this - effectively linerate - with the PA-5060, the Power-1 11077 

topped out at half this rate 10Gbps, again using the 'marketing figure' tests. Both 

claim around 11Gbps IPS throughput but we saw the PA-5060 fall just shy of this 

at 10.7Gbps while the Power-1 11077 peaked at just 1.7Gbps. 
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INTRODUCTION: NEXT GENERATION FIREWALLS- WHAT 

ARE THEY AND DO WE REALLY NEED THEM? 

IT is full of instances of vendors jumping on one bandwagon after another. 

A new wave of product comes along, so an existing vendor is pretty much forced into 

reinventing themselves to compete in the new market - regardless of whether that market is 

real or powered by hype. 

At the same time, there are always new companies, without any legacy baggage, able to take 

advantage of their Greenfield status, and genuinely move technology forward - in some cases 

actually creating those next-generation products and the resulting market that follows. 

From a customer perspective, even when they truly understand they have a need for a new 

generation technology, actually working out which products really ARE next-generation and 

which are simply paying lip service to the new mantra, is far from easy. Every salesperson 

worth their commission will convince the customer that their product does truly offer a new 

set of features in line with the official interpretation of what that new technology is supposed 

to embrace - 'tis the way of the world. 

However, understanding what each vendors' own interpretation of "next-generation" product 

actually means, is another thing altogether, assuming that this new generation of product is 

valid and meaningful in the first place, that is. 

Such is the situation with application or "next-gen" firewalls. Traditional stateful inspection 

(pass/block) firewalls are so omnipresent as to be all but invisible to most users but the 

reality is that the job they were designed to do is no longer the job that they are capable of 

doing. Put simply, IT applications - and indeed its users - evolve. The traditional office 

applications have been supplemented, and in some cases usurped, by very non-traditional 

alternatives such as social networking applications, a myriad different messaging formats - 

email, twitter, Skype etc - and increasingly widespread use of video. Architecturally, Software 

as a Service (Seas) is replacing client-server in many cases, meaning that the way in which 

applications are being "delivered" to the user is fundamentally changing. 

In many cases these applications are being used for both work and personal purposes. Tied 

in with this is an increasing desire for workers to use their own devices - BYOD, or Bring Your 

Own Device - at both home and in the office (and on the road). As a result, the security team 

is presented with a unique set of challenges.  

Here's the dilemma - companies are being forced to embrace these new applications and 

technologies in order to move the business forward and keep users content. At the same 

time, this mixed home/business approach can introduce business and security risks since 

many of these applications use evasive techniques such as port hopping, SSL encryption, and 

non-standard ports as a means of simplifying access for all users - and avoiding detection by 

traditional security tools.  
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This issue is magnified with the classic firewall, originally defined to act as the strategic traffic 

control point, using protocol and port (a key component of stateful inspection) information to 

identify and control what network access (bi-directional) is allowable. But this port-centric 

design is ineffective when faced with new applications that can hop ports, use non-standard 

ports, or hide within an encrypted tunnel, all as a means of evading firewall control and 

simplifying access for the user.  

Hence, we have seen a flood of new product variations onto the market in recent years, such 

as IDS/IPS, AV and URL filtering, often in the form of a single physical device, a UTM (Unified 

Threat Management) appliance. The single device is still based on technology that relies on 

port and protocol, used by both stateful inspection and IPS solutions. In a UTM, the individual 

“security silos” of technology are merely integrated at the management level and as such, 

the individual security engines do not learn from each other or share information at the traffic 

inspection level. Even with all of these devices, IT is faced with the same problem – an 

inability to identify and securely enable the applications traversing the network.  

What’s needed then is a next-generation firewall (NGFW),one that takes a fresh approach to 

restore the strategic value of the firewall as the centralised control point by identifying and 

securely enabling applications, users and content moving across the network. The question is 

- how do we recognise a genuine contender? Market analysts Gartner created its own 

definition of an NGFW which states that, as a bare minimum, it should support in-line "bump-

in-the-wire" configuration without disrupting network operations and act as a platform for 

network traffic inspection and network security policy enforcement, with the following 

minimum features: 

Standard first-generation firewall capabilities: Use packet filtering, network address 

translation (NAT), stateful protocol inspection, VPN capabilities and so on. 

Integrated rather than merely co-located network intrusion prevention: Support 

vulnerability-facing signatures and threat-facing signatures. The IPS interaction with the 

firewall should be greater than the sum of the parts, such as providing a suggested firewall 

rule to block an address that is continually loading the IPS with bad traffic. This exemplifies 

that, in the NGFW, it is the firewall correlates rather than the operator having to derive and 

implement solutions across consoles. Having high quality in the integrated IPS engine and 

signatures is a primary characteristic. Integration can include features such as providing 

suggested blocking at the firewall based on IPS inspection of sites only providing malware.  

Application awareness and full stack visibility: Identify applications and enforce network 

security policy at the application layer independent of port and protocol versus only ports, 

protocols and services. Examples include the ability to allow Skype use but disable file 

sharing within Skype or to always block GoToMyPC. 

Extra firewall intelligence: Bring information from sources outside the firewall to make 

improved blocking decisions, or have an optimized blocking rule base. Examples include using 

directory integration to tie blocking to user identity, or having blacklists and white lists of 

addresses. Support upgrade paths for integration of new information feeds and new 

techniques to address future threats. 
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While the Gartner definition is far from absolute, it is a reasonable starting point as a means 

of identifying a true NGFW. In the case of this report we focus on two such firewalls from Palo 

Alto Networks and its PA-5000 Series, the PA-5020 and PA-5060, while also comparing these 

with a well-known rival brand to see if the claimed performance of each vendor actually hits 

the mark in practise.  

And here's the rub - having a comprehensive feature set is only part of the story. The other, 

equally important part of the story is how the platform will perform when deployed in the 

network and the next-generation security features are all enabled. At Broadband-Testing, we 

have noted on many occasions how claimed performance levels by vendors have failed to live 

up to their billing during testing. Where we find the most significant differences in claimed 

versus actual performance is when more and more features are enabled. This is especially 

true of the lower-end UTM appliances, but it also applies to expensive, enterprise-level 

products too. Working at the application layer requires massively more horsepower and logic 

than working at Layer 2-3. So, an NGFW needs to have the basic architecture in the first 

place that is capable of supporting that advanced feature set and deliver on performance, as 

well as, functionality. Otherwise, the NGFW objective becomes self-defeating as you need to 

disable those advanced functions in order to achieve reasonable levels of performance. So an 

NGFW becomes a first generation device effectively.  

In this report we drill down on the performance aspects of NGFWs - see test section - but we 

start with an overview of the two Palo Alto Networks products that are the focus of this 

report. 

PALO ALTO NETWORKS PA-5000 SERIES NEXT-

GENERATION FIREWALLS - A PRODUCT OVERVIEW 

The Palo Alto Networks PA-5000 Series has been designed as a set of NGFW products data 

centres, large enterprise Internet gateways, and service providers use. 

Our two examples from the range, the PA-5020 and PA-5060, offer the same feature set and 

fundamental architectural approach, but with different levels of performance 

 

Figure 1 – PA-5020 

The PA-5020 claims to support up to 5Gbps firewall throughput, 2Gbps threat prevention 

throughput and 2Gbps IPSec VPN throughput. It supports up to 1,000,000 sessions at a 

maximum rate of 120,000 new sessions per second. Additionally, the PA-5020 supports up to 
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2,000 IPSec VPN tunnels/tunnel interfaces, 5,000 SSL VPN Users, 20 virtual routers, 80 

security zones and 10,000 policies. 

 

Figure 2 – PA-5060 

In contrast, the PA-5060 is claimed to support up to 20Gbps firewall throughput, 10Gbps 

threat prevention throughput and 4Gbps IPSec VPN throughput. 4,000,000 maximum 

sessions are supported at a rate of up to 120,000 new sessions per second. Additionally, the 

PA-5060 supports up to 8,000 IPSec VPN tunnels/tunnel interfaces, 20,000 SSL VPN Users, 

225 virtual routers, 900 security zones and 40,000 policies. 

In terms of default hardware configurations, the two products also differ. The PA-5060 comes 

with 12 x 10/100/1000, eight x Gigabit SFP and four x 10Gigabit SFP+ Ethernet ports. In 

contrast, the PA-5020 is supplied with 12 x 10/100/1000 and eight x Gigabit SFP Ethernet 

ports. 

Application, User and Content Identification: The Key 

Requirements of NGFWs 

 
 

 

 

 

 

 

 

Figure 3 – App-ID 

While accurate traffic classification is the heart of any firewall, the traditional method of 

classifying by port and protocol, as we've already discussed, is now insufficient to cope with 

the contemporary range of threats to the network. Today, applications can easily bypass a 

port-based firewall; hopping ports, using SSL and SSH, sneaking across port 80, or using 

non-standard ports.  
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The PA-5000 Series uses what it calls "App-ID" to address the traffic classification visibility 

limitations of traditional firewalls by applying multiple classification mechanisms to the traffic 

stream, as soon as the firewall sees it, to determine the exact identity of applications 

traversing the network. Here we are not talking about relying solely on IPS-style signatures, 

implemented after port-based classification.  

Instead, every App-ID automatically uses up to four different traffic classification 

mechanisms to identify the application, continually monitoring the application state, 

reclassifying the traffic and identifying the different functions that are being used.  

The security policy determines how to treat the application: block, allow, or securely enable 

(scan for, and block embedded threats, inspect for unauthorised file transfer and data 

patterns, or shape using Quos).  

"User-ID" is an effective replacement for IP addressed based identification, allowing a 

company to extend user- or group-based application enablement polices across Microsoft 

Windows, Apple Mac OS X, Apple iOS, and Linux users. User information can be pulled from 

enterprise directories (Microsoft Active Directory, directory, and Open LDAP) and terminal 

services offerings (Citrix and Microsoft Terminal Services) while integration with Microsoft 

Exchange, a Captive Portal, and an XML API enable companies to extend policy to Apple Mac 

OS X, Apple iOS, and UNIX users that typically reside outside of the domain. 

"Content-ID", in conjunction with App-ID, provides administrators with a two-pronged 

solution to protecting the network against applications being used as a delivery tool for 

modern malware and threats. 

After App-ID is used to identify and block unwanted applications, administrators can then 

securely enable allowed applications by blocking vulnerability exploits, modern malware, 

viruses, botnets, and other malware from propagating across the network, regardless of port, 

protocol, or method of evasion. Content-ID also features a comprehensive URL database to 

control web surfing and data filtering features. 

 

 

 

 

 

 

 

 

Figure 4 – Content-ID 
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The PA-5000 Series Architecture 

As we mentioned earlier, for an NGFW to have the complete feature set is only part of the 

story. If it doesn't have an architecture capable of delivering the required performance with 

those features enabled, then those features are effectively redundant - literally useless. 

While some vendor's NGFW platforms are based on generic Intel motherboard designs, Palo 

Alto Networks opted for a purpose-built approach, using function-specific processing as a 

means of guaranteeing that the necessary horsepower is on tap and the products are scalable 

in their own right. The PA-5000 Series is powered by more than 40 processors distributed 

across four functional areas: networking, security, content inspection and management. 

Reliability and resiliency is delivered by active/active or active/passive high availability with a 

physical separation of data and control plane and redundant, hot swappable components. 

Palo Alto Networks has designed what it calls "a single pass parallel processing architecture" 

designed to addresses these performance issues with a single pass approach to packet 

processing that it claims is unique in the industry. So how does this work exactly? By 

performing operations once per packet, the single pass software seeks to eliminate many 

redundant functions. As a packet is processed, networking is performed once, policy lookup is 

performed once, application identification and decoding are performed once, and signature 

matching for any and all threats and content is performed once.  

 

Figure 5 – PA-5000 Series Architecture 
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The "one-pass" concept significantly reduces the amount of processing overhead required to 

perform multiple functions in one security device. The single pass software uses a stream-

based, uniform signature matching engine for content inspection. Instead of using separate 

engines and signature sets (requiring multi-pass scanning) and instead of using file proxies 

(requiring file download prior to scanning), the single pass architecture scans traffic for all 

signatures once and in a stream-based fashion to avoid latency introduction. This single pass 

software is then integrated with the purpose-built platform shown above, using dedicated 

processors and memory for security, content scanning and management. 

 

The Problems Trying To Integrate Traditional Firewalls With NGFW Functionality 

We mentioned earlier that, at Broadband-Testing, we have seen many UTM-type appliances 

perform badly with multiple functions enabled. The traditional approach to integrating 

security functions is largely flawed for two key reasons. Firstly, the traditional integration 

approach is to add functions on top of a foundational firewall. This firewall classifies traffic by 

protocol and port number (e.g. TCP/80), which is essentially meaningless for today’s 

applications which use non-standard, non-unique, and/or dynamically selected ports. All 

further security functionality is therefore then based on a flawed initial traffic classification.  

Previous attempts to integrate security functionality are based on simply collapsing multiple 

functions into one operating system and chassis. In reality, this is simply feature 

consolidation - taking multiple "products" and incorporating them in a single product - ideal, 

maybe, for low traffic usage in small or branch offices, but not designed to scale to enterprise 

and beyond levels of performance. In some cases, all functions run on - or are managed via - 

a single, general purpose CPU, which inevitable leads to performance degradation as system 

resources are drained in turn by each and every function being enabled. 

Cost Versus Features & Performance: A Trade Off? 

In today's era of tight IT budgets and ROI rightly demanded, it's easy to look at base prices 

of comparable products and see significant differences in costs that appear attractive in terms 

of "sufficient" performance and feature set for a relatively low price. 

However, it is important to understand that the real price you end up paying is often 

significantly more; often you will pay for features on a "per feature" basis and then, 

additionally, have to license those features annually. The net result is that the actual cost 

paid is more than double the basic starting cost, in addition to ongoing annual costs. 

Regardless of the actual costs incurred, again we refer you to the earlier argument as to what 

makes for a true NGFW - take a careful look at the fundamental architecture and design of 

the product and make sure that it really is capable of the levels of performance the "sales 

and marketing figures" indicate. 
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TEST SECTION 

Products In This Report 

In order to compare the Palo Alto Networks PA-5020 and PA-5060 platforms with those of a 

major rival, we acquired two Check Point NGFWs - the 4810 and the Power-1 11077. The 

Check Point Power-1 11077 combines integrated firewall, IPSec VPN, and intrusion 

prevention with acceleration and networking technologies on Check Point software blade 

architecture, meaning additional security capabilities like Application Control, Identity 

Awareness, VoIP protections and UTM functionality can be added as required.  

The Power-1 11077 chassis is supplied with 14+4 10/100/1000 ports and claims to support 

up to 20Gbps firewall throughput, 4Gbps of VPN throughput, 1.2M concurrent sessions and 

IPS throughput of 12Gbps. The Check Point 4810 series comes with eight onboard Gigabit 

copper Ethernet ports as standard, plus an expansion slot which provides the option to add 

four or eight Gigabit copper Ethernet ports, two or four Gigabit fibre Ethernet ports or two 

10Gigabit fibre Ethernet ports. It is claimed to offer a firewall throughput of 11Gbps and IPS 

throughput of 6Gbps, 3.5M concurrent connections and 70,000 connections per second 

maximum. 

While the software blade architecture does provide some configuration flexibility, it also 

makes the initial acquisition more convoluted, as you need to acquire the blades and licenses 

separately, the software blade options being as follows: (1) Firewall, (2) VPN, (3) IPS, (4) 

Application Control, (5) Mobile Access, (6) DLP, (7) URL Filtering, (8) Antivirus, (9) Anti-

spam, (10) Identity Awareness and (11) Advanced Networking & Clustering. These can be 

acquired as a bundle. We went for a 10-blade license, meaning all except the clustering as 

we were testing individual units. However, this is effectively only the start of the buying 

process as you additionally have to source licenses and manage the update process, ongoing, 

for each blade, as well as the day-to-day management of each separate blade. 

Configurations 

In the case of all devices under test, we ensured that all were optimally configured for 

performance. We also upgraded the standard memory in the Check Point 4810 to 8GB.  

The Check Point firewalls were provided with a set of acceleration configuration tools - 

SecureXL, CoreXL and SIM Affinity - that allow you to tune the performance for specific 

target conditions. These tools, disabled by default, are by and large configured via command 

line and are dedicated to improving out-of-the-box performance. Without these technologies 

performance suffers a significant hit. 

SecureXL enables offloading security processing to hardware or software processing units. 

This allows fast processing of the traffic and enables high-speed performance on packets that 

do not require deep packet inspection. CoreXL allows Firewall and IPS security code to run on 

multiple processors concurrently. The CoreXL layer accelerates traffic that cannot be handled 

by the SecureXL device or traffic that require deep packet inspection.  
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Note that on the 4180, CoreXL was enabled with three firewall instances; for the Power-1 

11077, CoreXL was enabled with six firewall instances. SIM Affinity allows interfaces to be 

mapped to specific cores as a means of accelerating performance.  

The connections tables were also increase to ensure this did not become a bottleneck; out-of-

the-box Check Point provides 25,000 concurrent connections, which was increased to 

100,000. 

In the case of the PA-5000 Series platforms, this “under-the-covers tuning” was not required 

and we created a default configuration that was used throughout the testing. 

In theory, therefore, these devices should perform best with these features enabled, but we 

also ran tests with them disabled, just as a proof point and means of ensuring optimal 

performance for each test.  

All software revisions were the latest released versions. 

Hardware Software version 

PA-5020 4.1.1 

PA-5060 4.1.1 

Checkpoint 4800 R75.20 

Power-1 11077 R75.20 

 

The Test Bed 

Test Goal 

The goal of the testing was to measure performance of Check Point 4810, Check Point Power-

1 11077 and Palo Alto Networks PA-5020, and PA-5060 firewalls. The device performance 

was measure using UDP and HTTP traffic. 1518 byte UDP packets were used to measure 

forwarding performance and stateful HTTP traffic with a 64K transaction size was used to 

measure the firewall performance, running a series of tests with different security functions 

enabled in each case to check for performance limits and degradation. 

Test Equipment 

In order to create as broad, fair and optimised a test bed as possible, we used traffic 

generation devices from two separate test equipment partners. From Spirent we had an 

Avalanche 3100B using software version 3.70 build 1646 for our HTTP traffic generation. For 

UDP traffic we used Spirent Test Center with hypermetrics card version 3.76. For our 

application mix traffic tests we used a Breaking Point Storm CTM version 2.2.5  product build 

90938 to generate the traffic. 

Test Bed Topology 

The Avalanche 3100B was used to simulate the Web servers and clients in HTTP tests, with 

the device under test effectively sitting in the middle. 
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The PA-5020 we used did not have support for 10GbE interfaces so, in order to measure the 

performance of the unit, 5xGigabit interfaces were used for the client and server side 

respectively.  We used a Juniper Networks EX switch for media conversion - 10Gigabit fibre 

on the Avalanche to Gigabit copper on the PA-5020. We ran pre-tests to ensure this 

configuration did not introduce any unwanted latency (which would have skewed the tests). 

 

Figure 6 – PA-5020 Test Topology 

 
Note: The Spirent Avalanche was replaced with the Breaking Point Storm CTM to test application mix 
performance on all test devices. 

 
So, for the PA-5020, our test network interfaces were configured as follows: 

 
Interface  Zone IP address 

Eth1/1 L3-untrust12 10.1.1.1/24 

Eth1/2 L3-trust12 20.1.1.1/24 

Eth1/3 L3-untrust34 30.1.1/24 

Eth1/4 L3-trust34 40.1.1.1/24 

Eth1/5 L3-untrust56 50.1.1.1/24 

Eth1/6 L3-trust56 60.1.1.1/24 

Eth1/7 L3-untrust78 70.1.1.1/24 

Eth1/8 L3-trust78 80.1.1.1/24 

Eth1/9 L3-untrust9A 90.1.1.1/24 

Eth1/10 L3-trust9A 100.1.1.1/24 

 
The Check Point 4810 was installed with one CPAC-2-10F module, providing us with 2x10Gigabit 
interfaces, enabling us to directly connect it to the Avalanche. 
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Figure 7 – CP 4810 Test Topology 

This gave us a far more simple network mapping, with less possibility of routing-based 

performance or latency issues. 

Interface Topology IP address 

Eth1-1 External 1.1.1.1/24 

Eth1-2 Internal 100.1.1.1/24 

 
For the higher capacity PA-5060 and Check Point Power-1 11077 devices, these were 

connected directly to the Spirent Avalanche via 4x10Gigabit interfaces (two client, two 

server), in order to achieve an attempted 20Gbps throughput. 

PA-5060: The 10Gigabit interfaces, eth1/21, eth1/22, eth1/23 and eth1/24 were directly 

connected to the Spirent Avalanche 3100B, as follows: 

 

Figure 8 – PA-5060 Test Topology 
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Interface  Zone IP address 

Eth1/21 L3-trust 1.1.1.1/24 

Eth1/22 L3-untrust 100.1.1.1/24 

Eth1/23 L3-trust 2.1.1.1/24 

Eth1/24 L3-untrust 200.1.1.1/24 

 

Power-1 11077: This was installed with two CPAC-2-10F modules. Each module has two 

10Gigabit interfaces. 

 

Figure 9 – CP Power-1 11077 Test Topology 

 
Interface Topology IP address 

Exp1-1 External 1.1.1.1/24 

Exp1-2 Internal 100.1.1.1/24 

Exp2-1 External 2.1.1.1/24 

Exp2-1 Internal 200.1.1.1/24 

 

Tests & Results 

We ran a series of tests using both UDP and HTTP in order to, firstly, achieve what we would 

term "matching the marketing figures" using the former protocol, and then obtaining real-

world figures using a combination of pure HTTP and mixed application traffic tests. In all 

cases we were measuring against published performance figures from each vendor. 

UDP Testing 

This test was designed to measure the raw packet processing capability of the device and to 

validate the maximum data sheet performance numbers published by the vendors. UDP 

performance was measured with packet size of 1518 bytes and no application firewall 

enabled. 
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CP 4810 vs PA-5020 

 

Figure 10 – CP 4810 vs PA-5020 UDP test (1518 bytes) 

Our aim here was to achieve the marketing figures published by each vendor, namely 

11Gbps for the Check Point 4810 and 5Gbps for the PA-5020. In practise, what we actually 

saw was 5Gbps for the Check Point device and 9.8Gbpsfor the PA-5020. Both the Palo Alto 

Networks and Check Point platform CPUs were measured at 100% utilization at this point.  

Despite the performance tuning efforts described earlier, the Check Point 4810 was unable to 

achieve the datasheet rating of 11Gbps. In a further attempt to get closer to the published 

throughput figure of the Check Point 4810, we ran a further series of UDP-based tests using 

jumbo frames (9216 bytes) - about as far from the real-world of firewall performance 

measurements as you can get - but the results still maxed out at 9.1Gbps, again with 100% 

CPU utilisation. 

 

 

Performance tuning trade-offs 

The ability to tune performance on a server is a powerful tool in theory. However, tuning 

performance on a firewall that is trying to control and inspect applications will inevitably 

create a series of trade-offs. Assigning specific cores to specific interfaces means that if one 

is overloaded, it cannot offload or share with another. As another example, it is well 

documented that implementing certain policy elements, SecureXL templates are disabled, 

eliminating any performance gains initially received. Network security is dynamic – tuning the 

platform for one set of conditions today creates significant potential security risks tomorrow.  

 

0

2

4

6

8

10

CP 4810 PA-5020

5

9.8

UDP 1518 bytes - in Gbps



Palo Alto Networks PA-5000 Series Report 

 

18© Broadband-Testing 1995-2012 

CP Power-1 11077 vs PA-5060 

 

Figure 11 – CP Power-1 11077 vs PA-5060 UDP test (1518 bytes) 

In testing the PA-5060 and the Power-1 11077, both vendors claim 20Gbps raw firewall 

throughput is achievable. However, we were only able to achieve this level of performance 

with the PA-5060; the Check Point 11077 was maxed out at exactly half this - 10Gbps. 

Again, CPUs were pegged at 100% utilisation. 

Note: Despite trying several different configurations on the Check Point devices, both in 

terms of acceleration features enabled/disabled, and number of cores selected, we found that 

there appears to be an obvious bottleneck in that one CPU/core manages distribution to the 

others and, once this was saturated, performance suffered in each and every case. This 

appeared to be a general problem with the fundamental Check Point architecture as we hit 

performance ceilings all too quickly on both Check Point platforms under test. 

HTTP performance 

As we mentioned above, UDP performance does not reflect the true performance of firewalls -

it appears to be purely a marketing "play" - so the purpose of running HTTP tests was to 

measure real-world performance of a firewall passing stateful traffic. Performance was 

measured in terms of throughput and connections per second, with a transaction size of 64K 

- a common transaction in the real world. Tests were run with different security features 

enabled during the test, in order to check for performance degradation as more and more 

features were enabled. Performance was measured with the following features enabled, each 

as a separate test and each test with multiple iterations in order to guarantee accuracy, 

consistency and repeatability: 

 Application Firewall 

 Application Firewall with default IPS protection 
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 Application Firewall with default IPS protection with anti-virus 

 Application Firewall with custom IPS protection enabling all signature and scanning all 

traffic 

 Application Firewall with source NAT 

CP 4810 vs PA-5020 

 
 

 

Figure 12 – CP 4810 vs PA-5020 HTTP test (64K) 
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If we look at another example of vendor performance claims here, Check Point claims 6Gbps 

IPS throughput for the CP 4810 (with a subset of signatures enabled), while Palo Alto 

Networks claims 2Gbps for the PA-5020. In practise, however, we could not get the Check 

Point devices to perform above 1Gbps and, in just application firewall mode. With NAT 

enabled, this fell to 930Mbps. 

In contrast, the PA-5020 was unaffected by NAT enablement, running at 4.6Gbps in 

application firewall mode, 4.4Gbps with IPS further enabled (significantly better than the 

claimed 2Gbps), flattening out at 3Gbps for our all signatures test. In contrast, on this test, 

the CP 4810 could only manage 760Mbps. 

It was a similar story with our Connections Per Second (CPS) metric. The PA-5020 ran 

consistently at between 8,000-8,500 CPS across all tests, other than our all signatures test, 

at which point it fell to 5,500 CPS. However, with the CP 4810, we were only able to achieve 

a maximum of 1,900 CPS, this figure falling to 1,700 CPS with NAT + application firewall 

enabled, and down to 1,400 CPS with our all signatures test.  

This is a long way short of the claimed 70,000 CPS capabilities. Even allowing for the use of 

very small transaction sizes, it is difficult to see how this figure could be achieved when we 

saw CPUs pegged at under 2,000 TPS during our tests. 

CP Power-1 11077 vs PA-5060 

Again, it was a similar story with the higher-capacity devices. The PA-5060 peaked at 

18.8Gbps - looking for as close to 20Gbps as possible - during application firewall testing, 

while the CP Power-11077 peaked at just 1.7Gbps, falling to just 1Gbps during the all 

signatures test.  

In contrast here, while scoring its lowest throughput performance, the PA-5060 still achieved 

4.9Gbps and 10.7Gbps (against the CP Power-1 11077s 1.7Gbps) in the IPS and IPS+AV 

tests. These relative performance levels were also reflected by the CPS metrics. 

In the application firewall test, the CP Power-1 11077 peaked at 3,100 CPS, while the PA-

5060 achieved 33,000 TPS, falling to 19,500 TPS in the IPS and IPS+AV tests (against the CP 

Power-11077s 3,100TPS). In the all signatures test, performance fell again in both cases, to 

1,900 CPS for the Check Point device and 9,000 CPS for the PA-5060 (see graphs next page). 
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Figure 13 – CP Power-1 11077 vs PA-5060 HTTP test (64K) 

Application Mix Performance Test 

In order to provide a secondary proof point on real-world performance, given the 

wide variances between the datasheet ratings and the Spirent-based tests shown 

above, we ran a separate test using Breaking Point's Storm CTM appliance, thereby 

giving us a second, completely independent, reference point.  

Using Breaking Point's Storm CTM appliance, we were able to create a "typical" traffic 

mix in order to measure real-world maximum performance before dropped packets 

start to occur. The traffic mix consisted of the following applications: 
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 Breaking Point Outlook Web Access  

 Breaking Point Bandwidth HTTP  

 Breaking Point Citrix  

 SMBv2-File-DL 

 Oracle Database 

 SMTP Email 

 FTP 

We ran this test on the Check Point 4810 (a very recently released product) and the PA-

5020, to see how the "lower-end" products would cope in the real-world. 

 

Figure 14 – CP 4810 vs PA-5020 App Mix Test 

We found, after several iterations of the test, using different configurations in order to try 

and achieve the best results, that the best application firewall throughout we could achieve 

respectively, with this real-world application mix, was 600Mbps for the CP 4810 and 2.8Gbps 

for the PA-5020. 

Note: In terms of relative performance of the two platforms, these Breaking Point based 

results fell in line with those obtained using the Spirent-based test bed, thereby validating 

those results and our testing overall. 
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SUMMARY & CONCLUSIONS 

A key focus in this report was to see just how closely we could match vendors' claimed 

'marketing' performance figures to those actually achievable in a realistic test environment. 

 
 

 

Figure 15 – CP 4810 vs PA-5020 Claimed vs Actual Performance 

Starting with the PA-5020 versus the CP 4810, Palo Alto Networks claims a maximum 

throughput of 5Gbps, while Check Point claims 11Gbps (native firewall throughput in each 

case). In practise, however, while we were able to significantly improve on Palo Alto 

Networks' claims, we could not get close to Check Point's, nor indeed the performance levels 

of the PA-5020, even with our 'marketing figures' tests. 
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For IPS performance, Palo Alto Networks claims 2Gbps and Check Point 6Gbps, but we 

actually saw a best of 4.4Gbps and 1Gbps respectively. 

It was a similar story for the bigger devices. Both vendors claim 20Gbps native firewall 

throughput for the PA-5060 and Power-1 11077 respectively. However, while achieving this - 

effectively line rate - with the PA-5060, the Power-1 11077 topped out at half this rate 

10Gbps, again using the 'marketing figure' tests.  Both claim around 11Gbps IPS throughput 

but we saw the PA-5060 fall just shy of this at 10.7Gbps while the Power-1 11077 peaked at 

just 1.7Gbps. 

 
 

 

Figure 16 – CP Power-1 11077 vs PA-5060 Claimed vs Actual Performance 
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So why did we get these results - i.e. what was the fundamental bottleneck on the Check 

Point products we saw when running HTTP and mixed traffic tests? Looking at the company's 

CoreXL technology (which we also ran tests again with it disabled, with no improvement in 

performance), which load-balances across multiple processor/core instances, we found - 

during every test - that the designated core to carry out the load-balancing was getting fully 

saturated before the others were able to maximise their processing power. 

 

Figure 17 – Check Point CoreXL Technology Diagram 

This, at least, is one possible explanation. Overall, we can only attribute the performance 

differentials between the two vendors - both in terms of against each other and against each 

other's claimed throughput - down to the basic architecture of the products. The Palo Alto 

Networks devices seemed to be able to better maximise performance and offloading of the 

many different tasks an NGFW device has to manage concurrently, than its Check Point 

counterparts. 

Regardless, both the PA-5020 and PA-5060 devices outperformed their closest Check Point 

rivals by a wide margin and, in doing so, either matched or significantly improved upon the 

vendor's own published 'marketing' figures, whereas the Check Point devices fell short - 

woefully so, in some cases - of their own published throughput figures. 

 


